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 Clarify training requirements in the HMR, to identify those 
employees who must be trained and to determine what type of 
training may be best for the employees 

 Increase awareness and understanding of the proper 
transportation of hazardous materials  

 Familiarize the hazmat community with publications and training 
materials available from PHMSA  

 Provide training aids to better meet the HMR requirements.  

 To determine who needs a security plan 

 

 
 

 

Objectives 

Presenter
Presentation Notes
Today I’d like to give you an overview of publications and training materials that have been produced by the Office of Hazardous Materials Initiatives and Training.  Most of these materials are available to you free of charge and can be ordered online, by telephone, or by fax. A few items are available for a small shipping and handling fee.  I’ll give you more information about how to order these materials towards the end of my presentation.
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It’s the Law 

The Federal hazardous materials transportation 
law requires training of all hazmat employees.  

49 U.S.C. Section 5107 

Presenter
Presentation Notes
The basis for the training are found in the Federal Hazardous Materials transportation laws.  The law states:

“The Secretary of Transportation shall prescribe by regulation requirements for training that a hazmat employer must give hazmat employees of the employer on the safe loading, unloading, handling, storing, and transporting of hazardous material.”
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Training Requirements 

HMR training requirements are found in 49 CFR, 
Part 172, Subpart H 

Presenter
Presentation Notes
The Federal Hazardous Materials Transportation Law (49 U.S. Code 5101) authorizes the Secretary of Transportation to prescribe by regulations the requirements for training that hazmat employer must give hazmat employees on the safe loading, unloading, handling, storage and transportation of hazardous materials and emergency preparedness for responding to an accident or incident involving transportation of hazmats.
Subpart H of Part 172 prescribes the minimum training requirements for the transportation of hazardous materials.  There are additional training requirements for the individual modes of transportation (rail, air, vessel and highway) prescribed in in parts 174, 175, 176, and 177 of this subchapter.
Please note that the phrase “this subchapter”  refers to the Hazardous Materials Regulations (HMR) which is Subchapter C of 49 CFR. 
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Inspections Trends 

Common issues identified during inspections include: 

 Failure to maintain training records 

 Failure to train hazmat employees 

 Packages not properly marked and labeled 

 Incorrect shipping papers 

 Failure to register with PHMSA 

 Lack of a Security Plan 
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Human Error 

Human error may result from a variety of factors 
including: 

 Lack of knowledge leading to mishandling of hazmat 

 Lack of knowledge leading to undeclared shipments 

 Lack of awareness that hazmat is present 

 Failure to follow established safety procedures 

 Lack of knowledge of how to respond to an incident 
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HAZMAT INCIDENTS 

Hazmat incidents caused by human error can be reduced 
by implementing an effective training program. 

http://www.magazine.noaa.gov/stories/images/cameo1.jpg
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What is DOT Hazmat Training? 

Training…means a systematic program that ensures hazmat 
employees are: 

– Familiar with the general provisions of Subchapter C 
– Able to recognize and identify hazardous materials 
– Knowledgeable of specific requirements of Subchapter C 

applicable to functions performed by the employee, and 
– Knowledgeable of emergency response information,     

self-protection measures, and accident prevention 
methods and procedures 

§172.700(b) 

Presenter
Presentation Notes
The Scope of Subpart H defines Training as it is used in this subpart. Note the phrase “systematic program” implies that the training program is not random or haphazard training. Training is critical to ensure the safe transport of hazmat in commerce and the effective management of an accidental or intentional release of hazardous materials.  In keeping with DOT’s responsibility and commitment to protect the public, property and the environment from the dangers inherent in the transportation for hazardous materials the HMR outlines training requirements for hazmat employees.  The training shall include: General Awareness/ Familiarization, Function Specific Training, Safety Training and Security Awareness Training
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Effective Training Program 
 Develops strong safety culture 

 Heightens employee safety and skills 

 Improves a company’s effectiveness, efficiency and 
productivity 

 Aids in ensuring safe and secure shipments 

 Reduces likelihood of catastrophic event such as fire 
aboard aircraft 

 Provides employees an understanding of compliance 
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Who Needs Hazmat Training? 
 US DOT “Hazmat Employee” training rules apply to any company 

which performs any function in any way regulated by the US DOT 
Hazardous Material Regulations (HMR) 

 The HMR requires all Hazmat employees to be trained. 

http://www.eduwhere.com/coursedescription.php?courseID=1
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Applicability and Responsibility 

 A hazmat employer shall ensure that each of his or her  
hazmat employees is trained. 

 The responsibility for training (and the civil penalties for not 
training) rests with the employer. 

§172.702(a) 

Presenter
Presentation Notes
It is the responsibility of the hazmat employer to ensure each hazmat employee is trained in accordance with this subpart.
Let’s look at how “employer” and “employee” are defined in the HMR.  Knowledge of these definitions is essential in understanding who these requirements apply to. 

May hazmat employers/employees train and test themselves (an owner-operator)? Yes, self-training is acceptable provided that all training requirements of
§ 172.704 are met.

[If time permits read the definitions] 
Definitions for hazmat employer and employee can be found in § 171.8

Hazmat employee means a person who is employed by a hazmat employer and who in the course of employment directly affects hazardous materials transportation safety. This term includes an owner-operator of a motor vehicle which transports hazardous materials in commerce. This term includes an individual, including a self-employed individual, employed by a hazmat employer who, during the course of employment: (1) Loads, unloads, or handles hazardous materials; (2) Manufactures, tests, reconditions, repairs, modifies, marks, or otherwise represents containers, drums, or packagings as qualified for use in the transportation of hazardous materials; (3) Prepares hazardous materials for transportation; (4) Is responsible for safety of transporting hazardous materials; or (5) Operates a vehicle used to transport hazardous materials. Hazmat employer means a person who uses one or more of its employees in connection with: transporting hazardous materials in commerce; causing hazardous materials to be transported or shipped in commerce; or representing, marking, certifying, selling, offering, manufacturing, reconditioning, testing, repairing, or modifying containers, drums, or packagings as qualified for use in the transportation of hazardous materials. This term includes an owner-operator of a motor vehicle which transports hazardous materials in commerce. This term also includes any department, agency, or instrumentality of the United States, a State, a political subdivision of a State, or an Indian tribe engaged in an activity described in the first sentence of this definition.

http://www.lion.com/Hazmat-Complete-Training
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Who is a Hazmat Employee 

A person who is: 
 Employed full-time, part time, or temporarily 

 Directly affecting hazmat transportation safety 

 Self-employed 

 Loads, unloads or handles hazmat 

 A railroad signalman or maintenance-of-way employee 

 Designs, manufactures, inspects, marks, tests, or reconditions 
containers 

 Prepares hazmat for transportation 

 Operates a transport vehicle 

http://www.lion.com/Hazmat-Operations-Training
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Training Frequency 
 Initial training must be completed within 90 days of hazmat 

employment or change in job function.  

 Hazmat employees must be directly supervised by a 
trained and knowledgeable employee until trained 
themselves. 

 Recurrent (refresher) training is required at least every 
three years. 

 Security Plan training is required at least every three years 
or when it has been revised. 

§172.704(c)(1) & (2) 

Presenter
Presentation Notes
The initial training requirement applies to a hazmat employee who changes job functions as well as to a new hazmat employee.
The regulation allows the employee to perform the function prior to completion of training as long as they are under the direct supervision of a properly trained and knowledgeable hazmat employee.  This training must be completed within 90 days after employment or a change in job function.

As a minimum the hazmat employee shall  receive the required training every three years.  Note that ICAO requires refresher training every 2 years.
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Additional Modal Training Requirements 

Air - §175.20  Highway - 
§177.800 & 
§177.816 

Vessel - §176.13  

Presenter
Presentation Notes
Additional training requirements for the individual modes of transportation are prescribed in Part 175 for air, Part 176 for vessel. Part 177 for highway. 

There are no additional Hazmat training requirements for Rail.
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Training Requirements 

Hazmat employee training must include: 

 General awareness / familiarization training 

 Function-specific training 

 Safety training 

 Security awareness training 

 In-depth security training (when applicable) 

§172.704(a) 

Presenter
Presentation Notes
The HMR requires hazmat employees to have the following training:
General awareness/familiarization training
Function-specific training
Safety training
Security awareness training
In-depth security training (when applicable)

We’ll discuss each of these in more detail.
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General Awareness/Familiarization 

Designed to: 

 Provide familiarity with the requirements of the HMR  

 Enable hazmat employees to recognize and identify 
hazardous materials using the hazard communication 
standards 

 All hazmat employees must receive General Awareness 
Training. 

§172.704(a)(1) 

Presenter
Presentation Notes
General awareness/familiarization training. Each hazmat employee shall be provided general awareness/familiarization training designed to provide familiarity with the requirements of this subchapter, and to enable the employee to recognize and identify hazardous materials consistent with the hazard communication standards of this subchapter. 
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General Awareness/Familiarization 
Training CD Highlights: 

 Familiarization of the Hazardous Materials 
Regulations (HMR) and requirements 

 Recognize and identify hazardous materials  

 Help satisfy the general awareness/familiarization 
training requirements. 

 Does not include testing only knowledge checks.  

 Testing must be developed and implemented by 
your employer. 

 Approximately one hour in duration with 6 training 
modules 
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Function-Specific Training 

 Provides a detailed understand of the HMR. 

 Each employee must be trained on the specific 
functions they are required to perform. 

 Training needs will depend on the company operations 
and the employee’s responsibilities. 

 Meets requirements of Subpart H, or special permits 
issued under subchapter A 

§172.704(a)(2)(i) 

Presenter
Presentation Notes
Each hazmat employee shall be provided function-specific training concerning requirements of this subchapter, or exemptions issued under subchapter A of this chapter, which are specifically applicable to the functions the employee performs.

For example, an individual who packages hazmat needs may need to be trained in package selection, packaging and closures, marking and labeling.  What the training entails depends upon the functions he or she performs.
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PHMSA Hazardous Materials 
Transportation Training Modules  5.1 

Training CD-ROM Highlights:  

 Introduces the HMR  

 Meets requirements for general awareness/familiarization training  

 Provides a basis for a function-specific training program 

 Six Training Modules: 
1. The Hazardous Materials Shipping Table 
2. Shipping Papers 
3. Marking and Labeling  
4. Placarding 
5. Packaging  
6. Carrier Requirements (Highway, Air, Rail, and Water) 

 
 
 

Presenter
Presentation Notes
This 5.1 CD will help you in your Function – Specific training that is required in the HMR. Here is an example of the training modules that are offered on the 5.1 Training Module CD.



U.S. Department of Transportation 
Pipeline and Hazardous Materials  
Safety Administration 

- 20 - 

Safety Training 

Safety training must cover: 

 Hazards presented by hazardous material 

 Safe handling 

 Emergency response information 

 Methods and procedures for accident avoidance 

 All hazmat employees must receive this training 

 Example: Proper procedures for handling packages 
containing hazardous materials. 

 
 
 

   

§172.704(a)(3) 

Presenter
Presentation Notes
Each hazmat employee shall receive safety training addressing: Emergency response information required by subpart G of part 172; Measures to protect the employee from the hazards associated with hazardous materials to which they may be exposed in the work place, including specific measures the hazmat employer has implemented to protect employees from exposure; and Methods and procedures for avoiding accidents, such as the proper procedures for handling packages containing hazardous materials.
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Security Awareness 
Security awareness training must provide: 

 Awareness of security risks associated with hazmat transportation 

 Methods to enhance transportation security 

 How to recognize and respond to possible security threats 

 All hazmat employees must receive Security Awareness Training. 

 Examples are:  
• Potential Threats 

• Potential Targets 

• Prevention Tools 
§172.704(a)(4) 

Presenter
Presentation Notes
This most recently added component to the training requirement is a result of final rule, HM-232, Hazardous Materials:  Security Requirements for Offerors and Transporters of Hazardous Materials.
PHMSA’s goal in this rulemaking is to implement security requirements that will be effective in preventing hazardous materials from being used as tools of destruction and terror while permitting continued transportation of these essential products.

Note all HazMat employers are required to have all HazMat employees trained in security awareness. 
The final rule permits hazmat employers to provide security awareness training on the same 3-year schedule as other types of required hazmat training; thus security awareness training must be provided at an employee’s next scheduled retraining or within the 3-year training cycle.  Hazmat employers are strongly encouraged to provide security awareness training to hazmat on an accelerated schedule when possible.    
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PHMSA Hazmat Transportation 
Security Awareness Training Module 

Training CD Highlights: 
 Provides overview of hazmat 

transportation  security issues 

 Helps identify and address security 
risks 

 Satisfies HMR security awareness  
training requirement 

 Available Only on Digipack 

Presenter
Presentation Notes
The Hazardous Materials Transportation Security training module satisfies the security awareness training requirement – as long as the employees are tested.  A test is included in the modules.

A copy of this module is included in the packet you received at the registration table.
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In-Depth Security Training 

 Required for each hazmat employee of an employer 
required to have a security plan. 

 In-Depth Training must include: 

• Company security objectives 

• Specific security procedures 

• Actions to take in the event of a security breach 

• Employee responsibilities 

• Company organizational security structure  
§172.704(a)(5) 

Presenter
Presentation Notes
The final rule requires shippers and carriers of certain hazardous materials to develop and implement security plans and all shippers and carriers of hazardous materials must include a security component in their employee training.  The categories of  HazMat the rule applies to are listed in Subpart I of Part 172 _ Security Plan. 
By December 22, 2003, each HazMat employee of a person required to have a security plan must be trained concerning the plan and its implementation.  
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Testing 
 Each hazmat employer must ensure that every hazmat 

employee is tested on the required training subjects.  

 The HMR does not set testing methods or standards. The 
responsibility is on the hazmat employer. 

 The regulation does not specify the type of test or grading. 
This could be a written test, verbal test or performance test. 
Remember that this must be properly documented. 

Presenter
Presentation Notes
The regulation does not specify the type of test or grading system to evaluate the employee(s) knowledge and understanding of the subject(s) covered.  This is left to the discretion of the employer.
The phrase “tested by appropriate means” gives the employer flexibility in determining a method of testing.  This could be a written test, verbal test, or performance test – however all tests must be properly documented.
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Employee Training Record 

Sample Training Record 

Presenter
Presentation Notes
Recordkeeping is one of the most important part of the training requirements. Remember if you don’t record it. It didn’t happen
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OSHA or EPA Training 

Training completed to meet OSHA or EPA requirements 
that addresses training specified in §172.704(a) may be 
used to satisfy the HMR training requirements. 

   

§172.704(b) 

Presenter
Presentation Notes
To prevent unnecessary duplication of training, the employer’s training that complies with the hazard communication programs required by OSHA (29 CFR 1910.120) or EPA (40 CFR 311.1) may be used to satisfy the training requirements of this section, 172.704(a).  Now the OSHA and EPA training must address the training specified in this section. 
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Recordkeeping 
The training record must include: 

 Hazmat employee’s name  

 Most recent training completion date 

 Description, copy, or  
location of the training materials 

 Name and address of person providing 
the training 

 “Certification” that the hazmat employee 
has been trained and tested 

§172.704(d) 

Presenter
Presentation Notes
The employer must maintain a record of current training that includes the preceding three years.  The employer is to retain records as long as the employee is employed and for 90 days thereafter.

The records can be digitized, scanned, or be placed in storage, but must be available upon request.
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Record Retention 

A record shall be: 

 Created and retained by hazmat 
employer 

 A current training record must be 
retained as long as hazmat employee is 
employed by that employer, and 

 Retained for 90 days after employee is 
no longer employed by that employer  

§172.704(d) 
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 Training Source 
 Training may be provided by the employer or other public or 

private sources 

 USDOT does not approve, endorse, or certify anyone’s training 
program or product. 

 The hazmat employer certifies that a hazmat employee has been 
trained. 

 Hazmat training received from a previous employer or other 
source can be used to meet the HMR requirements provided that 
a current record of training is obtained from the previous 
employer. 

 

 
§172.702(c) & (3) 

Presenter
Presentation Notes
The regulation does not stipulate any trainer qualifications or certifications.  The employer has the option of conducting the training or going to an outside source, public or private.

PHMSA provides several excellent training resources.  A very popular training resource is the Hazardous Materials Transportation Training Modules on CD-ROM.  This program may be used to meet the requirements for general awareness/familiarization or as the basis for developing a function-specific training program. For example, you can take the module on shipping papers, further develop it to provide training for that specific function and likewise for other functions such as packaging, etc.  For the low cost of $25 you can provide general awareness/familiarization training for one  or more employees. 

Finally, there is the option of the Department of Transportation’s Transportation Safety Institute (TSI) which offers various hazmat courses.  You will find more information on TSI’s classes on our hazmat website.

The regulation allows an employer to accept a new employee’s previous training if it is relevant to the function and if a current training record is obtained from the previous employer.
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HM Risk-Based Adjustment of  
Transportation Security Plan Requirements  

 
 Narrows the list of materials subject to current  security plan 

requirements for the transportation of hazardous materials 

 Only certain types and quantities of hazardous materials will 
be covered under the new security plan regulation  

 Considers physical and chemical properties, quantities 
shipped, mode of transportation, past terrorist use, potential 
use, availability of the materials and how they could contribute 
to a security incident 

- 31 - 

Presenter
Presentation Notes
US DOT PHMSA modifies hazmat security plan requirement 03/9/2010 �WASHINGTON -- The Pipeline and Hazardous Materials Safety Administration has narrowed the list of materials subject to current security plan requirements for the transportation of hazardous materials.�Under the final rule, effective Oct. 1, 2010, certain types and quantities of hazardous materials will no longer be under the regulation.�The PHMSA, an agency of the US DOT, evaluated transportation scenarios in which a terrorist could use hazardous materials to cause large-scale casualties and property damage. Those materials that are unlikely to be targeted will be removed from the list.�In determining the final list, PHMSA considered physical and chemical properties of the materials and they could contribute, if at all, to a security incident; quantities shipped and mode of transport; past terrorist use; potential use; and availability.�Narrowing the list should reduce regulatory costs and the paperwork involved with compliance, says the agency.�The HMR requires transporters of certain hazardous materials to develop and implement security plans, which include an assessment of possible transportation security risks and appropriate measures to address them.�At a minimum, a carrier's plan must address personnel security, unauthorized access, and en route security, such as measures to address security risks during transport, including shipments stored temporarily.�"Accordingly, each security plan will differ because it will be based on … a carrier's individualized assessment of the security risks associated with the specific hazardous materials it ships or transports and its unique circumstances and operational environment.“
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Class/Division PHMSA Final Rule  
Security Plan Revisions 

 1.1   Any quantity 

 1.2   Any quantity 

 1.3   Any quantity 

 1.4   Placarded quantity 

 1.5   Placarded quantity 

 1.6   Placarded quantity 

 2.1   A large bulk quantity 

 2.2   A large bulk quantity of materials with an oxidizer subsidiary 

 2.3   Any quantity 

- 32 - 
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Class/Division PHMSA Final Rule  
Security Plan Revisions (Cont…) 

 3.   PG I and II in a large bulk quantity; Placarded quantity 
desensitized explosives - liquid 

 4.1  Placarded quantity desensitized explosives - solid 

 4.2  PG I and II in a large bulk quantity 

 4.3  Any quantity 

 5.1  Division 5.1 materials in PG I and II, and PG III 
perchlorates, ammonium nitrate, ammonium nitrate 
fertilizers, or ammonium nitrate emulsions or suspensions or 
gels in a large bulk quantity 

 5.2  Any quantity of Organic peroxide, Type B, liquid or solid, 
temperature controlled 

- 33 - 

Presenter
Presentation Notes
Desensitized explosives
Desensitized explosives are solid or liquid explosive substances which are wetted, diluted, dissolved or suspended with a phlegmatiser in order to suppress or at least reduce their explosive properties.
For transport some desensitized explosives are specifically listed and special provisions which are to be met are assigned to them. Depending on their physical state and the substances used to achieve desensitization they are then classified as flammable solids or flammable liquids. Desensitized explosives are currently not classified in a separate hazard class according to the GHS and therefore are not covered appropriately.
However, desensitized explosives may become again explosive under certain circumstances – especially after long term storage and during handling and use, e.g. when the phlegmatising substance is removed or its concentration is decreased for example due to evaporation – and some desensitized explosives may have explosive properties even in the desensitized state.
Therefore, correct classification and communication of the special hazards associated with handling of desensitized explosives are especially important.
“phlegmatized” means the addition of a substance (or “phlegmatizer”) to an explosive to facilitate its safe handling and transport. The phlegmatizer renders the explosive insensitive, or less sensitive, to the following actions: heat, shock, impact, percussion or friction. Typical phlegmatizing agents include wax, paper, water, polymers (such as chlorofluropolymers), alcohol and oils (such as petroleum jelly and paraffin).
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Class/Division PHMSA final Rule 
Security Plan Revisions (cont…) 

• Any quantity of organic peroxide, Type B, liquid or solid, 
temperature controlled. 

• Large bulk quantity of Division 6.1 (PIH) 

• A select agent or toxin regulated by the Centers for Disease 
Control and Prevention. 

• A quantity of uranium hexafluoride requiring placards 

• RAM (see172.800(b)(15) 

• A large bulk quantity of Class 8, packing Group I 

- 34 - 
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Large Bulk Quantity 
Definition of Large Bulk Quantity: 

 “Large Bulk Quantity” refers to a quantity greater than > 

 3,000 kg (6,614 pounds) for solids  

 3,000 liters (792 gallons) for liquids  

 gases in a single packaging such as a cargo tank motor vehicle, 
portable tank, tank car, or other bulk container 

- 35 - 

Presenter
Presentation Notes
New Definition for “Large Bulk Quantity”
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Security Plan Exception 

• Transportation activities of a farmer, who generates less 
than $500,000.00 annually in gross receipts from sale of 
agricultural commodities or products – not subject if 
activities are: 

 

• Conducted by highway or rail 

• In direct support of their farming operation and 

• Conducted within a 150 mile radius of those operations 

- 36 -
172.800(c) 
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Security Threat Assessment 

Security threat assessment for hazardous material 
transportation created and prepared for: 

 Hazardous materials in transportation 

 Storage incidental to transportation 
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Elements of a Security Plan 

Security plans must include the following elements: 

 Personnel security 

 Unauthorized access 

 En route security 
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Personnel Security 

• Verify information provided on employment 
applications 

• Ensure employees are familiar with security 
plans 

• Encourage employees to report suspicious 
incidents or events 

• Implement routine security inspections 
• Meet regularly to discuss security measures and 

improve awareness 
• Provide information on security issues 
• Provide awareness and in-depth security training 

Presenter
Presentation Notes
For personnel security:
Verify information provided on applications for employment,
Ensure employees are familiar with company security plans,
Encourage employees to report suspicious incidents or events,
Implement routine security inspections,
Meet regularly with staff to discuss security measures and improve awareness,
Provide information to staff on facts, trends, and other security issues, and
Provide awareness and in-depth security training, as required.

http://www.ice.gov/graphics/images/050623license_lg.jpg
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Unauthorized Access 

• Partner with local law enforcement 
and emergency responders 

• Request review of facility  
• Restrict access to facility activities  

and procedures 
• Add security guards/off-hour patrols 

as needed 
• Improve fencing and lighting  
• Limit visitor access 
• Require identification badges for staff 

Presenter
Presentation Notes
Suggested measures addressing unauthorized access include:
Partner with local law enforcement and emergency responders,
Request review of facilities by local law enforcement officials,
Restrict access to facility activities and procedures,
Add security guards or off-hour private patrols as needed,
Improve fencing and lighting, 
Limit visitor access,
Require identification badges for staff,
(continued on next slide)
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Unauthorized Access (cont’d) 

• Improve security procedures for pick-up and deliveries 
• Secure hazmat in locked buildings or fenced areas  
• Lock vehicles and secure containers when stored at facilitie  
• Use tamper resistant seals and locks 
• Inventory on-site hazmat periodically 
• Keep records of security incidents 
• Report suspicious activities to                                      

local FBI or local law enforcement 

Presenter
Presentation Notes
Improve security procedures for pick-up and deliveries,
Secure hazmat in locked buildings or fenced areas, 
Lock vehicles and secure containers when stored at facilities,
Use tamper resistant seals and locks,
Inventory on-site hazmat periodically,
Keep records of security incidents, and
Report suspicious activities to your local FBI office or local law enforcement.
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En Route Security 

• Shippers know your carrier 
• Identify preferred routes and alternatives 
• Minimize stops 
• If hazmat must be stored during transportation, 

ensure storage facility is secure 
• Consider escorts or guards 

 
 

Presenter
Presentation Notes
Suggested measures for en route security include:
Shippers know your carrier (verify safety ratings, verify carrier and operator identities, confirm consignee and destination),
Identify preferred routes and alternatives,
Minimize stops, 
If hazmat must be stored during transportation, ensure storage facility is secure,
(continued on next slide)
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En Route Security (cont’d) 

• Consider using advanced technologies 
• Install tamper-proof seals on valves and packages 

or container openings 
• Establish communication system 
• Consignees: alert shipper if shipment is late; 

check carrier’s identity 
• Report suspicious activities to local FBI or       

local law enforcement 
 

Presenter
Presentation Notes
Consider escorts or guards, if appropriate,
Consider using advanced technologies like anti-theft devices, or vessel tracking systems,
Install tamper-proof seals on valves and package or container openings,
Establish a communication system with transport vessels and operators,
Consignees: alert shipper if your shipment is not received when expected and check carrier’s identity with shipping documents, and
Report suspicious activities to local FBI office or local law enforcement.




U.S. Department of Transportation 
Pipeline and Hazardous Materials  
Safety Administration 

- 44 - - 44 - 

Security Plan Components 
Required components are: 

 Security plan must be in writing 

 Plan must address security threat assessment 

 Must detail security duties for each position or department 
responsible for implementing the plan 

 Plan must be revised and/or updated as necessary to reflect 
changing circumstances 

 Retained for as long as it remains in effect. 

 Plan must be reviewed at least annually 
                                        

§172.802 

Presenter
Presentation Notes
Here are the required components of a security plan:
First, an assessment of possible transportation security threats, and appropriate measures to address assessed threats, must be completed.
Then, a security plan must be developed based on your assessment. At a minimum, security plans must include:
Personnel security – measures to confirm information provided by job applicants hired for positions that have access to the hazardous materials covered by the plan.
Unauthorized access – measures to address the assessed risk that unauthorized persons may gain access to hazardous materials covered by the security plan.
En route security – Measures to address the assessed security risks of shipments covered by the security plan en route from origin to destination, including shipments stored incidental to movement.
Security plans must be identified by job title of senior management
Security duties for each position or department that is responsible for implementing the plan.
Security plans must have a plan for training the hazmat employees.
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Security Plan Components (Cont…) 

 
 Most recent version of the plan must be available to 

employees 

 All employees must be notified of any revised or updated 
changes 

 A plan for training hazmat employees in accordance with 
172.704 (a) (4) and (a) (5) 

 Must make the plan available upon request to authorized 
official of the US DOT and Homeland Security 

§172.802 

Presenter
Presentation Notes
Security plan must include transportation security risk
Must be in writing and retained for as long as it remains in effect.
Plan must be reviewed at least annually.
Plan must be revised and/or updated to reflect any changing circumstances.
The most revised plan must be made available to the employees.
All Hazmat employees must be notified of any revised or updated changes.
The plan must be made available upon request to authorized official or the USDOT or Home Land Security.
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In-Depth Security Training 
 Each hazmat employee required to have a security plan who handles 

hazardous materials, performs a regulated function or is responsible for 
implementing the plan must be trained concerning the plan and its 
implementation 

 Security training must include: 

• Company security objectives 

• Organizational security structure 

• Specific procedures 

• Specific security duties and responsibilities for each employee 

• Actions to be taken by each employee in the event of a security 
breach 

                                                                               
                                                                                                      

       
                                                                                            

Presenter
Presentation Notes
Each hazmat employee required to have a security plan who handles hazardous materials, performs a regulated function or is responsible for implementing the plan must be trained concerning the plan and its implementation
Security training must include:
Company security objectives
Organizational security structure
Specific procedures
Specific security duties and responsibilities for each employee
Actions to be taken by each employee in the event of a security breach
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Security Plans  

Approved by Other Organizations 

 HM-232 permits security plans that conform to regulations or 
standards issued by other Federal agencies, international 
organizations, or industry groups 

 Examples may include security requirements imposed by 
USCG, DOD, NRC, UN, IMO, or TSA 

§172.804 

Presenter
Presentation Notes
HM-232 permits security plans that conform to regulations or standards issued by other Federal agencies, international organizations, or industry groups.
Examples may include security requirements imposed by the Department of Defense (DOD), Nuclear Regulatory Commission (NRC), 
United Nations (UN),  International Maritime Organization (IMO), or the Transportation Security Administration (TSA).
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Got A 
Question? 
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Where to Find More Information… 

http://hazmat.dot.gov 
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1-800-HMR-4922 
(1-800-467-4922) 

E-mail:  infocntr@dot.gov 
Hours of Operation:  9 am – 5 pm  ET 

 

 Obtain answers to HMR questions 

 Request copies of Federal Register, 
special permits or training materials 

 Report HMR violations 

 Fax on Demand 
 

Hazardous Material Info-Center 

Presenter
Presentation Notes
This hotline is attended during federal business hours, Monday to Friday. In off hours, you may leave a message and someone will return your call the next business day.
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